
Traffic Causality Graphs: 
Profiling network applications through 
temporal and spatial causality of flows
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Algorithm 1 Get the type of relationship between the flows f1 and f2

procedure getRelationship(f1, f2, τ):

1: if timestamp(f2) − timestamp(f1) > τ then
2: return Nil
3: end if
4: if proto(f1) = proto(f2) and srcIP(f1) = dstIP(f2) and srcPort(f1) = dstPort(f2)

and dstIP(f1) = srcIP(f2) and dstPort(f1) = srcPort(f2) then
5: return COMMUNICATION RELATIONSHIP
6: else if dstIP(f1) = srcIP(f2) then
7: return PROPAGATION RELATIONSHIP
8: else if srcIP(f1) = srcIP(f2) and srcPort(f1) "= srcPort(f2) then
9: return DYNAMIC PORT HOST RELATIONSHIP
10: else if srcIP(f1) = srcIP(f2) and srcPort(f1) = srcPort(f2) then
11: return STATIC PORT HOST RELATIONSHIP
12: else
13: return Nil
14: end if

end procedure

from a host with one static source port number. The host 192.0.2.1 scans
the host 192.0.2.2, and then scans the host 192.0.2.3. This scanner fixed an
identical port through a sequence of scan activities.

3.2 Phase 1: Connecting related flows

To compose a TCG from a set of flows with a timestamp of the flow head
and five-tuple parameters, we connect related flows according to simple rules.
These rules are almost as-is the definition of flow relationship explained in §3.1.
We use six parameters, five elements of five-tuple and a timestamp, for the
TCG composition. The functions proto(f), srcIP(f), srcPort(f), dstIP(f), and
dstPort(f) return proto, srcIP, srcPort, dstIP, and dstPort of the flow f ,
respectively. The function timestamp(f) returns the start time of the flow f ; i.e.,
the timestamp of the first packet of the flow.

We write up the algorithm to obtain a type of relationship between any
two flows in Algorithm 1. Note that non-consecutive flows are also processed.
Since temporally distant flows can be considered not related, this algorithm first
checks a threshold τ (lines 1–3). The threshold is defined as a global constant
value in the algorithm. The threshold works independently of the edge reduction
rules explained in §3.3, and it is used not to generate too many edges to reduce
computational complexity. This algorithm then checks the CR (lines 4–5), PR
(lines 6–7), DHR (lines 8–9) and SHR (lines 10–11), in that order. If the input
two flows have no relationship, the algorithm returns Nil (lines 12–13), which
means no relationship. If this algorithm returns non-Nil value, an edge from f1

to f2 labeled with the returned relationship is added to the TCG.
Here, we define the following terminologies for TCG edges: CR-request and

CR-response are the source and destination vertices of a CR edge, respectively. In
the same way, PR-source, PR-destination, DHR-source, DHR-destination, SHR-
source and SHR-destination are the source and destination vertices of a PR
edge, the source and destination vertices of a DHR edge, and the source and
destination vertices of an SHR edge, respectively.
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Fig. 2. TCG by Phase 1 without edge reduction (Packet trace: Web access
to page http://www.google.com/ by Microsoft Internet Explorer; τ = 1[s])

C. Phase 2: Reducing edges by heuristics

Figure 2 demonstrates a TCG composed in Phase 1 from a
packet trace. Clearly this figure indicates problems with the
simple algorithm in Phase 1. Flow causality is difficult to
understand from the visualization of this TCG, and conse-
quently, only significant edges should be retained. Algorithm 1
produces TCGs with two problems: 1) too many PR, DHR, and
SHR edges, most of which do not represent direct causality,
and 2) irrelative edges due to the simplicity of the algorithm.
The former problem occurs because PR, DHR, and SHR are
many-to-many relationships and an identical host generates
several flows within the threshold. We call these edges that do
not represent direct causality tenuous edges. The latter problem
is caused simply because the Phase 1 algorithm is based on
simple rules thus generates any possible edges even if some
edges indicate indirect causality. For example, CR-responses
can also be PR-destinations according to the algorithm, but
they should not be because CR-responses are obviously caused
by corresponding CR-requests but not by PR-sources. We
call these edges that should be removed irrelative edges. We
remove irrelative edges by looking at neighboring edges. Note
that edges that do not represent indirect causality are related
(i.e., not irrelative). In addition to these two problems, we
may want to remove insignificant or uninteresting edges. For
example, when we focus on flow causality within a client host,
DHR/SHR edges from any CR-response to any CR-response
are not of interest because these responses are server activities
and can be removed. Therefore, we introduce three heuristic
edge reduction rules (ER-Rules) to solve these two problems
and to remove insignificant or uninteresting edges.

• ER-Rule 1. Removing tenuous edges: To reduce PR, DHR
and SHR edges, we simply remove all PR, DHR, and
SHR edges except for the temporally closest one for
each relationship, i.e., the maximum out-degree for each
relationship is one. This rule is based on a heuristic that
the temporally closest flows are generated by the same
applications and represent direct causality.

• ER-Rule 2. Removing irrelative edges: We remove irrel-
ative edges by looking at neighboring edges. DHR/SHR
edges from any CR-response to any CR-request should
be removed because there must be PR edges as shown

!"#$%$#$!
!"#$%$#$#

!"#$%$#$&

'&%%%()%)%*+,

)%)%('&%%%*+,

#%%%%()%*+,

)%(#%%%%*+,

! !

"
"

##

$ $

(a) DHR/SHR edges from CR-response to
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(b) PR edges to CR-response and DHR/SHR
edges from CR-request to CR-response

Fig. 3. ER-Rule 2: Removing irrelative edges

in Fig. 3(a) and the CR-responses are not the initiators
of the CR-requests, i.e., PR-sources are the initiators
of the CR-requests, which are the same as the PR-
destinations. DHR/SHR edges from any CR-request to
any CR-response and PR edges to any CR-response
should also be removed because CR-responses are initi-
ated only by CR-requests, as shown in Fig. 3(b). We keep
DHR/SHR edges from a CR-response to another CR-
response as a server activity, though they can optionally
be removed by ER-Rule 3(b).

• ER-Rule 3. (a) Removing insignificant edges (PR edges
from CR-responses): We can remove PR edges from any
CR-response if we consider that the PR-destination is not
initiated by the PR-source but by the original CR-request,
as shown in Fig. 4(a). (b) Removing uninteresting edges
(server activities): When we focus on client activities,
DHR/SHR edges from any CR-response to any CR-
response are not of interest because they represent server
activities. Therefore, we can optionally remove them as
shown in Fig. 4(b). (c) Removing uninteresting edges
(client activities): Likewise, when we focus on server
activities, DHR/SHR edges from CR-requests to CR-
requests are not of interest and can optionally be removed
as shown in Fig. 4(c). Note that the ER-Rule 3(c) is rarely
applied because client activities are more significant
information on an application’s activities.

Figure 5 shows a TCG from the same packet trace used
in Fig. 2 after ER-Rules 1, 2, and 3(a) were applied. This
figure clearly shows that the Web browser looks up the domain
name just before HTTP access. Thus, applying ER-Rules
improves the expressivity of flow causality as well as the
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Towards Automated Profiling
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TABLE II
RESULTS: FEATURES OF TCGS (τ = 1[S]; ER-RULES: 1, 2, AND 3(A))

Application program #Edges PR-CR DNS-DHR

Microsoft Internet Explorer 270 0.029 0.077
Mozilla Firefox 739 0.008 0.600
Google Chrome 1161 0.025 0.580
Opera 516 0.020 0.034

BitTorrent 3444 0.595 0.025
LimeWire 4803 0.320 0.058
Perfect Dark 905 0.345 0.000
BBbroadcast 373 0.246 0.006

SSH brute force attacks (60 s) 619 0.259 0.586
Web proxy(5 s) 3668 0.614 0.100

ones. This is because a prefetch sends DNS queries in clusters,
and DNS-DHR performs well for characterizing this activity.
The results also show that P2P applications, SSH brute force
attacks, and the Web proxy have higher PR-CR than client
applications (i.e., Web browsers). Since P2P applications relay
queries or contents and communicate with other hosts more
frequently than client applications, PR-CR becomes higher.
Similarly, SSH brute force attacks and the Web proxy have
higher PR-CR than client applications (underlined values). A
difference between the SSH brute force attacks and the Web
proxy is that the attacks also have higher DNS-DHR, while the
Web proxy does not (underlined value). As Fig. 9 confirms,
the SSH brute force attacks invoked three DNS queries for one
SSH login request, so DNS-DHR became higher. However,
since this Web proxy performed like a prefetch-disabled Web
browser after proxy requests as shown in Fig. 8, DNS-DHR
became smaller.

In summary, the results showed that flow causality is effec-
tive profiling network applications. Even the simple features
investigated here have potential for profiling applications be-
cause they differ by applications. However, more experiments
and analysis with datasets are required.

V. DISCUSSION

TCG composition: The ER-Rules may inaccurately remove
some PR edges. For example, PR edges of P2P applications
may not represent the actual relation. Since P2P applications
receive queries from other hosts while also sending queries to
other hosts, any two flows are eventually connected depending
on the threshold τ . Moreover, since current multitask operating
systems may simultaneously run multiple applications, flows
from different applications may be inaccurately connected. We
believe that the proposed TCG composition method provides
extensive information for profiling applications, but the edge
reduction algorithm could be improved. To do this, we will
consider extending the flow dependency extraction method
proposed in Ref. [20] to the TCG composition method in order
to divide a TCG into several components. The threshold τ
in the edge connection algorithm should also be discussed.
This threshold is less important than the edge reduction rules
because tenuous edges are removed in the edge reduction

procedure independently of the threshold. However, it should
be evaluated in the future.
Profiling features: We used two simple features of the TCG
profiling results for profiling applications. However, we realize
that there are other possible features, such as graph properties,
and that each flow also has statistical features, such as flow
size and probability distribution of packet inter-arrival time.
We can use these additional features to profile applications
more accurately. Conversely, we can discard packets except
for TCP-SYN packets for TCP if we do not use the other
features of TCGs related to flow statistics. Here, we explain
an example of the use of additional features. According to the
case studies, both the TCG of SSH brute force attacks and
that of the Web proxy have PR edges. However, the activity
of the SSH brute force attacks is not similar to that of the Web
proxy because the contents of the invoked flows in the attacks
are not related to the original SSH requests. In contrast, in
the Web proxy, the contents of the invoked flows are strongly
related to the original requests. We could distinguish these
differences by adding statistical features as profiling features
because original flows and proxy flows should have similar
characteristics.
Applicable networks: We have focused on edge networks
such as company and campus networks, and have assumed
that packet traces are captured at the gateway and that there
are no in-network proxy servers, such as NAT gateway, DNS
cache servers, and Web proxy servers, inside the networks.
These in-network proxy servers cause problems with TCGs.
For example, if there is a DNS cache server inside the network,
DNS flows from hosts in the network will never go through
the traffic monitor because these hosts send queries to the
DNS cache server. Addressing this problem remains as future
work. The applicability of our approach to large networks
is also undetermined. In our evaluation, we used two packet
traces captured at a single host and at a gateway of a small
network (∼/24 IPv4 address space). Figures 7, 8, and 9 were
obtained from a trace of the small network, but we have not yet
evaluated the proposed approach with traces of large networks.
We will evaluate the applicability of our approach to large
networks and its scalability in the future.
DNS for traffic classification: Wu et al. [21] focused on
DNS activities to identify the use of P2P applications. Their
approach analyzes the characteristics of the control plane
protocol (i.e., DNS) rather than data plane protocols (e.g.,
HTTP and P2P). Unlike other application protocols, DNS
usually uses a statically bound port number (i.e., UDP/53)
and no other ports can be available in DNS trees on the
Internet because authoritative servers listen only on UDP/53
or TCP/53 for DNS queries. We also consider that DNS is
one of the best discriminative protocols to use in identifying
applications, although the Wu et al. approach focused only on
identifying P2P applications. This is why we introduced DNS
(i.e., UDP/53) as a feature for TCGs.
Applications of TCGs and impact: TCGs illustrate tempo-
ral and spatial communication patterns with flow causality.
Our approach is quite different from existing graph-based
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Thank you for your attention. 
Questions or comments?
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