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Abstract— Modern data centers tend to have very large number
hosts due to business demand and technology advancement like
server virtualization. Server virtualization has made it
convenient to dynamically create VMs when the application
requires more resources, and move VMs, either from overloaded
servers, or to aggregate VMs onto fewer servers to save power
when demand is light. This flexibility has made variety of virtual
data center services possible. This paper introduces the address
resolution scaling issues in modern data centers; especially the
address resolution issues for VPN oriented Data Center services.
The paper also describes some alternative solutions which can
make the network scale.

Keywords-component; virtual machine (VM), Virtual Private
Network (VPN).

L INTRODUCTION

Modern data center networks face a number of scale
challenges, especially as they reach sizes and densities that are
“massive” relative to historical norms. The fundamental issue
challenging address resolution in massive data centers is the
need to grow both the number and density of logical Layer 2
segments while retaining flexibility in the physical location of
host attachment. This problem has historically been bounded
by physical limits on data center size, as well as practical
considerations in the physical placement of server resources.
However, the increasing popularity of server virtualization
technology (e.g. in support of “cloud” computing), the trend
toward building physically massive data center facilities, and
the logical extension of network segments across traditional
geographic boundaries is driving an increase of the number of
addresses in the modern data center network.

A.  Server Virtualization

Server virtualization is the key enabler to data center
workload agility, i.e. allowing any server to host any
applications and providing the flexibility of adding, shrinking,
or moving services among the physical infrastructure. Server
virtualization provides numerous benefits, including higher
utilization, increased data security, reduced user downtime, and
even significant power conservation, along with the promise of
a more flexible and dynamic computing environment.
However, server virtualization also stresses the data center
network by enabling the creation of many more network hosts
(accompanied by their network interfaces and addresses) within
the same physical footprint.

Further, in order to maximize the benefits of server
virtualization, VM placement algorithms (e.g. based on
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efficiency, capacity, redundancy, security, etc) may be
designed in such a way that increases both the range and
density of Layer 2 segments. For instance, these algorithms
may satisfy the processing requirements of each VM while
requiring the minimal number of physical servers and
switching devices, simultaneously spreading the VM hosts
across a diverse and redundant infrastructure. Such an
algorithm may potentially result in a large number of diverse
Layer 2 segments attached to each physical host, as well as a
larger number and range of data center-wide Layer 2 segments.
With this, and similar types of VM assignment algorithm,
subnets tend to extend throughout the network and ARP/ND
traffic associated with each subnet is likely to traverse a
significant number of links and switches in the network.

B.  Physically Massive Facilities

Regardless of server virtualization technology, in recent
years the physical facility of a data center has been seen to
grow larger. There are inherent efficiencies in constructing
larger data center buildings, infrastructure, and networks. As
data center operators pursue these physical efficiencies, the
address resolution problem described by this paper becomes
more prevalent. Physically massive data centers may face
address resolution scale challenges simply due to their physical
capacity. Combined with server virtualization, the host and
address density of these facilities is historically unmatched.

C. Geographically Extended Network Segments

The modern data center network is influenced by the
demands of flexibility due to cloud computing, demands of
redundancy due to regulatory or enterprise uptime
requirements, as well as demands on topology due to security
and/or performance. In support of these demands and others,
VPN and physical network extensions (including both Layer 3
and Layer 2 extensions) increase the data center network scope
beyond physical and/or geographical boundaries.

As such, the number of addresses that are present on a
single Layer 2 segment may be greater than the number of
hosts physically or logically present within the data center
itself. Combined with physically massive data center facilities
and server virtualization, this trend results in a potential for
massive numbers of addresses per Layer 2 segment, beyond
any historical norm, truly challenging address resolution
protocols such as ARP and/or ND.

This paper was peer reviewed by subject matter experts for publication in the Proceedings of DC—CaVES 2011



II. LARGE AND FLAT LAYER 2 NETWORK IN DATA
CENTERS

There is variety of network designs for data centers. Some
data centers push Layer 3 all the way to access switches, i.e. [P
to Top of Rack switches. While IP network has been proven to
scale well, this kind of design has the following issues in data
centers:

e When a VM needs to be moved from one Rack to
another Rack, the boundary routers subnets have to be
re-configured if the VM needs to maintain the same
IP/MAC address. This makes live VM migration
almost impossible. Maintaining same IP address is
very often required in data centers.

e The number of hosts under one Layer 2 load balancer
is limited to the number servers (&VMs) on one rack.
When demand increases and rack has reached full
capacity, it is difficult to add more hosts under the
same load balancer. When demand decreases and need
to consolidate hosts to smaller number of racks, all the
hosts under one Layer 2 load balancer have to move
together. Usually reconfiguration is needed.

Layer 3 all the way to ToR is easier in homogeneous data
centers where applications running on servers/VMs are under
the control of the data center operators.

Many data center operators, especially multi-tenant data
centers, opt for pushing the L2/L3 boundary higher, i.e. having
a bigger and flatter Layer 2 network to avoid the inconvenience
and massive configuration issues associated with Layer 3 to
ToR switches. The advantage of big and flat layer 2 is that
VMs can move freely in the flat Layer 2 network without any
router re-configuration. For multi-tenant data centers, some
tenants (customers) may even require their Virtual Machines,
placed in one or multiple sites, to be on one Layer 2. If the data
center network has IP all the way to ToR switches, a lot of
configurations (like mesh PWs for VPLS) would be required to
satisfy those client requirements.

A.  ARP/ND Issues for boundary routers in Data Centers

As described earlier, one major reason for large Layer 2 is
to have the flexibility in moving VMs in wider space without
re-configuration on routers or middleware boxes (e.g. Layer 2
load balancer). Large Layer 2 network can be under one big
subnet (e.g. /16, /8, etc) or many smaller subnets. For security
reasons or customer demand, one subnet (large or small) may
be mapped to multiple VLANS.

When hosts need to communicate with hosts in different
VLANS or outside the Data Center, they need to send ARP/ND
to get the L2/L3 boundary router’s MAC addresses. Routers
are built with very powerful forwarding capability, but all the
ARP/ND requests have to be responded by router’s CPU which
has limited speed. Most powerful routers built today can
process up to 2000 ARPs per second. Statistics done by Merit
Network [http://tools.ietf.org/html/draft-karir-armd-statistics-

01] have shown that even 500 nodes in one Layer 2 can push
routers to reach up to 50% CPU utilization in processing ARPs.

In addition, most routers have limited memory space to
keep the ARP/ND entries for hosts attached. Some modern data
centers are pushing the limit of ~100K hosts under L2/L3
boundary router or even higher. It is tremendous burden for
routers.

To make things worse, many applications in modern data
centers, especially in multi-tenant data centers, have both IPv4
and IPv6 stack on. That means routers have to process both
ARP broadcast and ND multicast messages.

B.  Wide spread broadcast and flooding in Data Centers

Traditional Layer 2 networks place hosts belonging to one
VLAN closely together, so that broadcast messages among
hosts in the VLAN are confined to a few ports on access
switches.

Server virtualization has made it convenient to
dynamically create VMs when the application requires more
resources, and move VMs, either from overloaded servers, or
to aggregate VMs onto fewer servers to save power when
demand is light. This may lead to hosts belonging to same
VLAN (or subnet) being placed under different locations (racks
or rows). When hosts belonging to one VLAN are placed in
multiple places and one Rack has hosts belonging to multiple
VLAN:Ss, switches have to enable all those VLANs on many
ports, even on many aggregation switches’ ports. Under this
kind of configuration, all broadcast messages and unknown DA
flooding within one VLAN will traverse many backbone links
and switches.

Hosts age out their learnt MAC to IP mapping very
frequently. For Microsoft Windows (Versions XP and Server
2003), the default ARP cache policy is to discard entries that
have not been used in at least two minutes, and for cache
entries that are in use, to retransmit an ARP request every 10
minutes. So hosts send out ARP very frequently. Some Linux
based applications have shorter timeout values for ARP/ND
entries.

During transition periods, some hosts might be temporarily
taken out of service. Then, there will be lots of ARP/ND
request broadcast/multicast messages repetitively transmitted
from hosts to those temporarily out of service hosts. Since there
is no response from those target hosts, switches do not learn
their path, which will cause ARP/ND messages from various
hosts being flooded across the network.

As indicated in Reference [Scaling Ethernet], Carnegie
Mellon did a study on the number of ARP queries received at a
workstation on CMU’s School of Computer Science LAN over
a 12 hour period on August 9, 2004. At peak, the host received
1150 ARPs per second, and on average, the host received 89
ARPs per second. During the data collection, 2,456 hosts were
observed sending ARP queries. The report expects that the
amount of ARP traffic will scale linearly with the number of
hosts on the LAN. For 1 million hosts, it is expected to have
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468,240 ARPs per second or 239 Mbps of ARP traffic at peak,
which is more than enough to overwhelm a standard 100 Mbps
LAN connection. Ignoring the link capacity, forcing servers to
handle an extra half million packets per second to inspect each

ARP packet would impose a prohibitive computational burden.

C.  VLANs exhaustion in Data Centers

Many small & medium size multi-tenant data centers
needs thousands of VLANS because each client may require
5~10 VLANS for various reasons (e.g. security or traffic
segregation, etc). Large Data Centers will need more than 4095
VLANS. So, simple VLAN partitioning is no longer enough to
segregate traffic among all those subnets. To enforce traffic
segregation for different clients, some types of encapsulation
have to be implemented, such as TRILL or IEEE802.1aq
(SPB). IEEE802.1aq and TRILL can make VLANSs locally
significant, which greatly increase the number of segregated
segments in the large Layer 2 network.

D.  Solutions and Optimization

Data center network topology is based on racks, rows.
Hosts assignment to Servers, Racks, and Rows is orchestrated
by Server/VM Management system, not random. That means
switches can easily get information on where target hosts are
attached from directory either embedded or acquirable
externally. For some data centers using TRILL or IEEE802.1aq
(SPB), the directory assisted mapping can eliminate flooding
across the backbone. [TRILL-Directory] describes an
optimization method for TRILL. A similar approach can also
be used for IEEE802.1aq SPB.

The solution described in [TRILL-Directory] is especially
useful in virtualized data center environment where VMs
migrate all the time. If migrated VMs send out gratuitous ARP
(IPv4) or Unsolicited Neighbor Advertisement (IPv6) from the
new location, those gratuitous broadcast messages have to
flood to backbone and all edge switches (TRILL edge or
IEEE802.1aq Edge) with the corresponding VLANS enabled. If
the migrated VMs don’t send out gratuitous ARP (or ND) from
the new location, packets towards those migrated VMs will be
sent to the wrong egress TRILL or IEEE802.1aq edge nodes,
which not only wastes bandwidth but also causes those data
packets being black holed.

The benefits of using directory assistance include:

e The Directory enforced MAC&VLAN <-> Edge
mapping table can determine if a frame needs to be
forwarded across IEEE802.1aq or TRILL domain.

When multiple RBridge edge ports are accessible
from a server (hosts/VMs), a directory assisted
RBridge edge won’t flood frames with an unknown
DA to all to other RBridge ports. Therefore, there is
no need to designate an Appointed Forwarder among
all the RBridge Edge ports connected to a Bridge
LAN, which enables all RBridge ingress ports to
forward traffic.

e Directory assisted approach can not only eliminate the
flooding within IEEE802.1aq or RBridge domain
(unknown learning), but also reduce the flooding on
the bridged LAN attached to edge ports.

e Reduce the amount of MAC&VLAN <-> Edge
mapping maintained by edge switches. No need for an
edge switch to keep the MAC entries for hosts which
don’t communicate with hosts attached to the edge.

There can be two different models for IEEE802.1aq Edge
or TRILL edge switches in data center to be assisted by
Directory services:

e  Push Model:

Directory Server(s) push down the host-address
(MAC&VLAN) <-> Edge mapping for all the hosts
which might communicate with hosts attached to the
edge switch.

There are multiple ways to narrow down the smallest
set of remote hosts which communicate with hosts
attached to an edge switch. A very simple approach:
for VLAN #i enabled on one of edge switch port(s),
MAC/IP entries for hosts in VLAN #i will not be
pushed down to the switch if there are no hosts
belonging to VLAN #i attached to the switch.

Whenever there is any change in Host-Address <->
Edge mapping, which can be triggered by hosts being
moved, de-commissioned, or temporarily out of
service due to maintenance, an incremental update can
be sent to the switches which are impacted by the
change.

Under this model, switches can simply drop a data
frame (instead of flooding) if the destination address
can’t be found in the host-address <-> Edge mapping
table.

e  Pull model:

Under this model, an edge switch (RBridge Edge or
IEEE802.1aq Edge) can simply intercept all ARP/ND
requests and forward them to the Directory Server(s)
which has the information of how each MAC&VLAN
is mapped to its corresponding edge switch(es).

The reply from the Directory Server can be the
standard ARP/ND reply with an extra field showing
the edge switch address. The switch can cache the
mapping.

If a switch receives an unknown MAC-DA, it could
drop the data frame as in the Push Model, or it can
query the directory server. If there is no response from
the directory server, the switch can drop the frame.
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III. VPN ORIENTED DATA CENTER SERVICES AND ITS
ADDRESS RESOLUTION ISSUES

VPN-oriented Data Center Services [VPN-0-VDCs]
integrate the virtual resources in data centers and user together
using VPN as the common link. This kind of service is
attractive to customers who often do not want to use public
Internet to access data center resources. VDCS also have more
restrictive requirements on what and how the virtualized data
center resources can be shared.

A.  VDCS service description

Many data centers offer virtualized services today,
allowing clients to lease virtual data center resources without
actually owning any physical servers or storage devices.
However, majority of those services do not include network
infrastructure. Intra-data center, inter-data center networks,
and the networks connecting users to data centers are designed
and operated separately from the data center server/storage
systems. It is difficult for customers to integrate the leased
virtual data center resources with their own internal data center
resources, and make those leased resources appearing as if they
come from their internal infrastructure.

VDCS has the following characteristics:

e A secure collection of servers and/or virtual machines
spanning one or more data centers.

e All the applications running on the Virtual resources in
network provider’s data centers are connected with the
enterprise’s VPN in the same way as applications
running over enterprise’s internal data centers.
Therefore, the enterprises can treat those resources as if
they are from their internal data centers.

e  Provide the VPN equivalent level of traffic segregation
and privacy for those virtual resources attached to the
VPN.

e  Make the virtual resources’ location known to VPN
customers.

e Created by network provider with no end host
configuration.

e Allow VMs and user devices using VDCS associated
with one VPN to be partitioned into multiple subnets
while still retain the detailed knowledge of each other.

e Allow VPN clients to use private IP addresses (IPv4 or
1Pv6) for VDCS.

B.  Components of VDCS

There are many components in VDCS system, including
(but not limited to):
e Network back office support
provisioning, billing, and etc,

systems, such as

e VPN management systems such as monitoring,
reporting, trouble shooting, and etc.

e Data center resource monitoring systems, which
include monitoring the utilization of servers and
storage devices in data centers

e Data center resource management systems, which
include VMs placement to servers and racks based on
the criteria associated with VMs.

e  Others.

This paper only focuses on networking (switching and
routing) related components within VDCS framework.

C.  Networking related components in support of VDCS

In Figure-1, Vx represents a VM or a server belonging to
VPN-x. The data center depicted in the figure has VMs
belonging to 5 different VPNs, VPN-1, VPN-2, VPN-3, VPN-
4, and VPN-5. Most data centers have many rows of server
racks. Each rack holds many servers and has 1 or 2 Top of
Rack (ToR) switches. Each server can have many VMs. The
ToRs can be connected to aggregation switches/routers, which
are then connected to Data Center gateway switches/routers. In
some data centers, ToRs may be directly connected to Data
Center gateway switches/routers.

The virtual machines in data center can be connected to
VDCS via L2VPN or L3VPN. For VMs belonging to L3VPN,
the data center gateway router and the VPN PE router have to
maintain detailed VRF tables that contain all the VM IP
addresses associated with the each VPN. For VMs belonging to
L2VPN, the data center gateway switch and the VPN edge
switch have to maintain detailed Learned MAC Table that
contains all the VM MAC addresses associated with each VPN.
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Figure 1: VMs within Data Center for VDCS

When VMs belonging to one VPN are partitioned into
multiple subnets, it is necessary to have VLANS or other
mechanisms to segregate traffic from different subnets
belonging to one VPN.

There are two basic address resolution problems associated
with VDCS: scalability and address conflict. Figure-2 shows
that the amount of addresses to be maintained by the gateway
router is huge.
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Figure 2: VDCS Global View

D.  Address Resolution for VMs attached to L2ZVPN

Before severs in a data center are instantiated with VMs
for a particular VPLS L2VPN for the very first time (i.e. there
is no VMs in the data center belonging to the L2ZVPN yet), the
data center gateway router (CE router) should have the base
VPLS configured already, which means a full mesh of pseudo-
wires between L2ZVPN PEs already exist. The CE should have
an attachment circuit (AC) built for the VPLS service between
CE and PE.

At the time of VDCS instantiation, the new VMs’ MAC
addresses are learned and added to the CE and PE’s MAC
Table, so they can be learned by other switches and end
stations already on the L2VPN in multiple sites as if they are
on one LAN.

When a host or a VM in a data center needs to
communicate with another host/VM in the L2VPN, an ARP
(IPv4) or a ND(IPv®6) is flooded to all PWs and all ACs (except
the one from which the request is coming from).

Under this scenario, all VMs” MAC addresses belonging
to a particular L2ZVPN are visible to each other. And the
L2VPN’s PEs and VSIs have to learn and maintain the MAC
and VLAN addresses for all the hosts/VMs associated with this
L2VPN. This may leads to address table scalability problems
for data center VSI and L2VPN PE.

For example, assuming there are 1000 L2VPNs with
hosts/VMs residing in this data center. That translates to 1000
VSIs on the CE, with each VSI containing the entire MAC and
VLAN mapping for all the switches and end-stations associated
with all the L2VPNs. This requires a very large amount of
memory for the data center gateway switch/router using current
technology.

E.  Address Resolution for VMs attached to L3VPN

When severs in a data center are instantiated with VMs for
a particular L3VPN for the very first time (i.e. there were no
VMs in the data center belonging to the L3VPN yet), it
assumes that all the necessary L3VPN configuration has
already been completed on the data center gateway router (CE)
and the L3VPN edge router (PE). There are two scenarios for
VMs attached to L3VPN:

e Scenario 1: all the VMs belonging to the L3VPN client
are added as a separate site for the L3VPN. Under this
scenario, the provider data center becomes the
additional site (or peers) to the L3VPN.

e Scenario 2: Hosts or applications in client’s own data
centers (or premises) see those VMs attached to
L3VPN as if they are from the same subnets. Under
this scenario, the traditional ‘“subnet” concept is
broken. VMs in the data center have to be connected to
their designated sites as if they are in one subnet.

Under scenario 1, the APR/ND broadcast/multicast
requests are terminated at the CE. Similar to the condition
described in the last section on VMs attached to L2VPN, all IP
addresses associated with all L3VPNs in the data center have to
be learned and maintained at the CE and the L3VPN PE router.

This can require a very large amount of memory on the CE
and PE router using today’s technology, especially when the
CE and the PE routers are hosting both L2ZVPN and L3VPN
simultaneously. The amount of memory requirement is even
larger if those VMs addresses can’t be aggregated.

In addition, it is possible that IP addresses for VMs
belonging to different VPNs could be duplicated.

1v. CONCLUSION

Future data center can scale up to millions of virtual
machines. Theoretically, network service provider can make
their data centers hosting VMs for all of their VPN clients.
Using current technology, it is very difficult for routers in data
center to maintain and process all the ARP/ND entries and all
the VSIs or VRFs needed for the huge number of hosts and
VPNs.

IETF ARMD WG has been created to investigate address
resolution scaling issues in data centers and alternative
solutions to make data center gateway routers capable of
supporting business demands.

ACKNOWLEDGMENT

Many thanks to Ning So (Verizon), Benson Schliesser
(Cisco), Radia Perlman (Intel), Igor Gashinsky (Yahoo),
Huawei’s Susan Hares, Peter Ashwood Smith, Donald
Eastlake, Ben MackCrane, and Robert Sultan in shaping the
problem domain and solutions.

REFERENCES

[1] D.C. Plummer, “An Ethernet address resolution protocol.” RFC826, Nov
1982.

42 Proceedings of the 2011 3rd Workshop on Data Center — Converged and Virtual Ethernet Switching



[2]

[4]
[5]

“Microsoft Windows Server 2003 TCP/IP implementation details.” [6] So, et. al. “Address Resolution Requirements for VPN-oriented Data
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/tech Center Services” draft-so-armd-vdcs-ar-00, July 2011.
nologies/networking/tcpip03.mspx, June 2003. [7] Greenberg, et. al., “The Cost of a Cloud: Research Problems in Data
Myers, et. al., " Rethinking the Service Model: Scaling Ethernet to a Center Networks”.

Million Nodes", Carnegie Mellon University and Rice University. [8] S. Cheshire, “IPv4 Address Conflict Detection”, RFC 5227, July 2008.
Dunbar, et. al. “Directory Assisted RBridge edge”, draft-dunbar-trill-

directory-assisted-edge-01.txt, July 2011.

So, et. al. “Requirement and Framework for VPN-Oriented Data Center
Services”, draft-so-vdes-01.txt, July 2011.

Proceedings of the 2011 3rd Workshop on Data Center — Converged and Virtual Ethernet Switching

43




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


